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Intentional ransomware:
+ Demonstrates ICS-specific capabilities

+ e.g. ICS ports and protocols

+ Capable of impacting production

Unintentional ransomware:
+ Lands in OT, doesn’t care about OT

+ 8/10 OT infections come from IT

W H AT ’ S  T H E  D I F F E R E N C E ?

INTENTIONAL VS UNINTENTIONAL
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MAERSK



NORSK HYDRO



EKANS



COLONIAL PIPELINE



JBS FOODS



C R I M I N A L  E C O S Y S T E M S  &  C O M M O N  AT TA C K  V E C TO RS

HUMAN-OPERATED RANSOMWARE

+ Initial access vendors

+ Ransomware authors & tool creators

+ Ransomware ‘affiliates’

+ Act like APTs, but less advanced, more determined

+ Use RDP

+ Abuse Domain trust between IT and OT

+ Acquire access from darkweb sources
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PREPARE & DETECT

TRAIN YOUR SMES
both in corporate and OT

DESIGNATE
incident commanders and site champions

ENGINEERING TROUBLE TICKETS
get security personnel involved in them

BUILD RELATIONSHIPS
with your vendors and other third parties

INCLUDE ALL RELEVANT 
STAKEHOLDERS
in your incident response planning

PEOPLE



P R O C E S S

PREPARE & DETECT

+ Gather security requirements and perform due diligence early



P R O C E S S :  C R O W N  J E W E L S  A N A LY S I S

PREPARE & DETECT

CRITICAL SYSTEM OR SUBSYSTEM

SYSTEM OWNER

CRITICAL FUNCTION
OR SUB-FUNCTION

CRITICAL COMPONENTS

CONTROLLERS

CROWN
JEWELS

• is the 
process of identifying an (ICS) 
environment’s most critical assets

• We, as defenders, have limited resources

• CJA enables us to prioritise where to 
focus defenses and response activities

• Support cybersecurity exercises and data 
collection for incident response, threat 
hunting, and other activities



P R O C E S S :  C O L L EC T I O N  M A N A G E M E N T  F R A M E WO R K

PREPARE & DETECT



P R O C E S S

PREPARE & DETECT

+ Backups, backups, backups

+ Comprehensive IRP documents specific to OT

+ Exercise your IRP with TTXs, and iterate



T EC H N O LO GY

PREPARE & DETECT

+ High-fidelity sensors

+ Capable of capturing, collating, alerting and notifying, enable IR

+ Centralise and aggregate endpoint logs and network traffic
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FIVE CRITICAL 
CONTROLS

DEFENSIBLE ARCHITECTURE

MONITORING AND DETECTION

REMOTE ACCESS AUTHENTICATION

KEY VULN MANAGEMENT

ICS INCIDENT RESPONSE PLAN

FOR WORLD-CLASS OT CYBERSECURITY



T EC H N O LO GY

PREPARE & DETECT

+ Utilise public available data to augment internal collections



T EC H N O LO GY

PREPARE & DETECT



T EC H N O LO GY

PREPARE & DETECT

+ Monitor and investigate non-standard connections

+ Implement application control

+ Patch applications and OSs, but consider the relative risk

+ Implement user application hardening

+ Restrict and tightly control and monitor elevated privileges

+ Implement MFA on all remote access methods
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C O N TA I N

RESPONSE STRATEGY

+ To pay or not to pay…

+ Be aware of known ransomware decryptors

+ Consider restoring from backup, at least for mission critical data

+ Exercise your backup procedures before an incident occurs

+ Gain familiarity with living off the land techniques

+ Understand lateral movement

+ Know when elevated privileges are used and why



E R A D I C AT E  &  R EC O V E R

RESPONSE STRATEGY

+ When escalating an event to an incident
+ Priority 1: safety, of humans, then facility
+ Priority 2: availability and reliability of operations

+ Follow your IRP
+ Scope affected assets
+ Collect relevant evidence
+ Analyse collected evidence, adjust response as necessary
+ Remove the adversary and prevent re-infection



P O S T- I N C I D E N T

RESPONSE STRATEGY

+ Lessons learned/after action

+ Short- and long-term goals and remediation

+ Iterate and improve procedures



K E Y  TA K E AWAY S

RECOMMENDATIONS

+ Malware has increased in the last 5 years, will continue to do so

+ OT != IT: develop OT-specific IR documentation and processes

+ Defensible architecture and monitoring at 2+ kill chain phases

+ Develop and exercise rapid IR plans for common scenarios

+ Implement and validate a robust backup strategy

+ MFA all the things



ADDITIONAL RESOURCES

• HTTPS://HUB.DRAGOS.COM/HUBFS/WHITEPAPERS/RANSOMWAR
E%20IN%20ICS%20ENVIRONMENTS%20-
%20DRAGOS%202020.PDF?UTM_REFERRER=HTTPS%3A%2F%2FW
WW.DRAGOS.COM%2F

• HTTPS://WWW.YOUTUBE.COM/WATCH?V=W7C6DFRXYAQ
• HTTPS://WWW.DRAGOS.COM/BLOG/DRAGOS-2021- INDUSTRIAL-

CYBERSECURITY-YEAR- IN-REVIEW-SUMMARY/
• HTTPS://WWW.YOUTUBE.COM/C/DRAGOSINCICSCYBERSECURITY

/SEARCH?QUERY=RANSOMWARE
• HTTPS://WWW.CONTROLENG.COM/ARTICLES/HOW-TO-PROTECT-

OT- ICS-SYSTEMS-FROM-RANSOMWARE-ATTACKS/

https://hub.dragos.com/hubfs/Whitepapers/Ransomware%20in%20ICS%20Environments%20-%20Dragos%202020.pdf?utm_referrer=https%3A%2F%2Fwww.dragos.com%2F
https://hub.dragos.com/hubfs/Whitepapers/Ransomware%20in%20ICS%20Environments%20-%20Dragos%202020.pdf?utm_referrer=https%3A%2F%2Fwww.dragos.com%2F
https://hub.dragos.com/hubfs/Whitepapers/Ransomware%20in%20ICS%20Environments%20-%20Dragos%202020.pdf?utm_referrer=https%3A%2F%2Fwww.dragos.com%2F
https://hub.dragos.com/hubfs/Whitepapers/Ransomware%20in%20ICS%20Environments%20-%20Dragos%202020.pdf?utm_referrer=https%3A%2F%2Fwww.dragos.com%2F
https://www.youtube.com/watch?v=W7c6dFrXYaQ
https://www.dragos.com/blog/dragos-2021-industrial-cybersecurity-year-in-review-summary/
https://www.dragos.com/blog/dragos-2021-industrial-cybersecurity-year-in-review-summary/
https://www.youtube.com/c/DragosIncICSCybersecurity/search?query=ransomware
https://www.youtube.com/c/DragosIncICSCybersecurity/search?query=ransomware
https://www.controleng.com/articles/how-to-protect-ot-ics-systems-from-ransomware-attacks/
https://www.controleng.com/articles/how-to-protect-ot-ics-systems-from-ransomware-attacks/


ADDITIONAL RESOURCES

• HTTPS://WWW.CYBERTALK.ORG/2021/06/15/RANSOMWARE-
ATTACKS-ON- INDUSTRIAL-CONTROL-SYSTEMS-2021/

• HTTPS://WWW.ZDNET.COM/ARTICLE/RANSOMWARE-GANGS-
ARE-TAKING-AIM-AT-SOFT-TARGET- INDUSTRIAL-CONTROL-
SYSTEMS/

• HTTPS://WWW.SECURITYWEEK.COM/KASPERSKY-SEES-RISE-
RANSOMWARE-ATTACKS- ICS-DEVICES-DEVELOPED-COUNTRIES

• HTTPS://WWW.FIREEYE.COM/CONTENT/DAM/FIREEYE-
WWW/PRODUCTS/PDFS/WP-TOP-20-CYBERATTACKS.PDF

• HTTPS://WWW.BLACKHILLSINFOSEC.COM/WEBCAST- INTRO-TO-
RANSOMWARE-AND- INDUSTRIAL-CONTROL-SYSTEMS- ICS/

https://www.cybertalk.org/2021/06/15/ransomware-attacks-on-industrial-control-systems-2021/
https://www.cybertalk.org/2021/06/15/ransomware-attacks-on-industrial-control-systems-2021/
https://www.zdnet.com/article/ransomware-gangs-are-taking-aim-at-soft-target-industrial-control-systems/
https://www.zdnet.com/article/ransomware-gangs-are-taking-aim-at-soft-target-industrial-control-systems/
https://www.zdnet.com/article/ransomware-gangs-are-taking-aim-at-soft-target-industrial-control-systems/
https://www.securityweek.com/kaspersky-sees-rise-ransomware-attacks-ics-devices-developed-countries
https://www.securityweek.com/kaspersky-sees-rise-ransomware-attacks-ics-devices-developed-countries
https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/wp-top-20-cyberattacks.pdf
https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/wp-top-20-cyberattacks.pdf
https://www.blackhillsinfosec.com/webcast-intro-to-ransomware-and-industrial-control-systems-ics/
https://www.blackhillsinfosec.com/webcast-intro-to-ransomware-and-industrial-control-systems-ics/


ADDITIONAL RESOURCES

• HTTPS://WWW.DRAGOS.COM/BLOG/INDUSTRY-NEWS/PROJECT-
MIMICS-STAGE-ONE/

• HTTPS://WWW.SANS.ORG/PRESENTATIONS/E-MIMICS- - -
EXTENDED-MALWARE- IN-MODERN-ICS/

• HTTPS://WWW.SANS.ORG/WHITE-PAPERS/36297/?MSC=BLOG-
ICS-L IBRARY

• HTTPS://ARCHIVE.F-
SECURE.COM/WEBLOG/ARCHIVES/00002718.HTML

• HTTPS://WWW.DRAGOS.COM/BLOG/INDUSTRY-NEWS/EKANS-
RANSOMWARE-MISCONCEPTIONS-AND-MISUNDERSTANDINGS/

https://www.dragos.com/blog/industry-news/project-mimics-stage-one/
https://www.dragos.com/blog/industry-news/project-mimics-stage-one/
https://www.sans.org/presentations/e-mimics---extended-malware-in-modern-ics/
https://www.sans.org/presentations/e-mimics---extended-malware-in-modern-ics/
https://www.sans.org/white-papers/36297/?msc=blog-ics-library
https://www.sans.org/white-papers/36297/?msc=blog-ics-library
https://archive.f-secure.com/weblog/archives/00002718.html
https://archive.f-secure.com/weblog/archives/00002718.html
https://www.dragos.com/blog/industry-news/ekans-ransomware-misconceptions-and-misunderstandings/
https://www.dragos.com/blog/industry-news/ekans-ransomware-misconceptions-and-misunderstandings/


ADDITIONAL RESOURCES

• HTTPS://PORTSWIGGER.NET/DAILY-SWIG/WHEN-THE-SCREENS-
WENT-BLACK-HOW-NOTPETYA-TAUGHT-MAERSK-TO-RELY-ON-
RESIL IENCE-NOT-LUCK-TO-MITIGATE-FUTURE-CYBER-ATTACKS

https://portswigger.net/daily-swig/when-the-screens-went-black-how-notpetya-taught-maersk-to-rely-on-resilience-not-luck-to-mitigate-future-cyber-attacks
https://portswigger.net/daily-swig/when-the-screens-went-black-how-notpetya-taught-maersk-to-rely-on-resilience-not-luck-to-mitigate-future-cyber-attacks
https://portswigger.net/daily-swig/when-the-screens-went-black-how-notpetya-taught-maersk-to-rely-on-resilience-not-luck-to-mitigate-future-cyber-attacks
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