
E-MIMICS

EXTENDED MALWARE IN MODERN ICS
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PROJECT MIMICS
O R I G I N A L  H Y P O T H E S E S

INFECTED ICS SOFTWARE
Frequently appears online

THREAT DISCOVERY
Aided by public reports

ICS-THEMED MALWARE
Intrusions are not uncommon

SENSITIVE ICS FILES
Submitted to online services by stakeholders 
and/or products

In 2017, the research was guided by four 
initial hypotheses.



ICS CYBER KILL CHAIN
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OLD
+ ~3 months of data
+ Public data: VirusTotal
+ 15,000 total samples
+ 3,157 samples returned positive AV results
+ Also used Google, DNS data
+ Aggregated data using ICS vendors, 

paths, registries, etc.

NEW
+ ~4 years of data
+ Public data: VirusTotal
+ Various searches within VT returned a 

dataset consisting of 359,399 potential 
malware samples

+ Filtered on samples with at least one 
positive AV detection

+ Of these, a random sample of 7,364 VT 
reports was used to complete the 
research

+ Aggregated data based on ICS vendor 
only

C O M P A R I S O N  O F  I N P U T  D A T A

METHODOLOGY: OLD AND NEW
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L I K E L I H O O D  O F  B E I N G  M A L I C I O U S

FINDINGS



S U B M I S S I O N S  O V E R  T I M E

FINDINGS



C O M M O N  F A M I L I E S

FINDINGS



M A L W A R E  C A P A B I L I T I E S

FINDINGS



C O M M O N  E X T E N S I O N S

FINDINGS



C O N T A C T E D  C O U N T R I E S

FINDINGS

+ US: ~2300



VIRUT
+ Short for ‘virus’ and ‘trojan’
+ C2 via IRC
+ IRC not required to spread
+ Infects current processes

SALITY
+ Botnet, P2P C2
+ Pay per install
+ Rootkit
+ Infects current processes and 

executables on all drives: 
local, network, removable

P E  I N F E C T O R S  A R E  A  R E A L  V E C T O R

PE INFECTORS YOU SHOULD CARE ABOUT



+ Purchase orders
+ Internal contact lists
+ Product evaluation plans
+ Operations reports

M A N Y  A N D  V A R I E D

SENSITIVE FILES



INTERNAL CONTACTS



PRODUCT EVALUATION PLAN



DAILY OPERATION SUMMARY REPORT



DAILY OPERATION SUMMARY REPORT



ORDER FORMS



+ ICS-themed malware is becoming more common
+ Think not just about the threats, but their behaviours and TTPs 

when implementing your defence strategies
+ Understand connectivity and ingress / egress to your networks, 

do complete due diligence if allowing any remote connections
+ Understand that you’re more likely to be infected, targeted or 

opportunistically, than you might think
+ Virut and others like it are capable of lowering your defences

KEY TAKEAWAYS



+ Further research on the malware submissions (i.e. reverse 
engineering)

+ Number of sensitive data files submitted
+ Look at project files specifically
+ A longitudinal study using multiple data points on a frequent 

basis (i.e. monthly)
+ Utilize additional data sources, like Shodan and others

W H A T  S H O U L D  W E  D O  N E X T ?

FUTURE RESEARCH
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