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EXTENDED MALWARE IN MODERN ICS



PROJECT MIMICS

ORIGINAL HYPOTHESES

In 2017, the research was guided by four
initial hypotheses.
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INFECTED ICS SOFTWARE

Frequently appears online

THREAT DISCOVERY
Aided by public reports

ICS-THEMED MALWARE

Intrusions are not uncommon

SENSITIVE ICS FILES

Submitted to online services by stakeholders
and/or products
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METHODOLOGY: OLD AND NEW

COMPARISON OF INPUT DATA

OLD

+ ~3 months of data

Public data: VirusTotal

15,000 total samples

3,157 samples returned positive AV results
Also used Google, DNS data

Aggregated data using ICS vendors,
paths, registries, etc.

+ + + + +

NEW

+

~4 years of data
Public data: VirusTotal

Various searches within VT returned a
dataset consisting of 359,399 potential
malware samples

Filtered on samples with at least one
positive AV detection

Of these, a random sample of 7,364 VT
reports was used to complete the
research

Aggregated data based on ICS vendor
only
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FINDINGS
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FINDINGS

LIKELIHOOD OF BEING MALICIOUS
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First Seen Over Time
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FINDINGS

COMMON FAMILIES

Malware Families

Kryptik
Crypt
Virut

Tofsee

Nimnul

Neshta

Cryxos

Artemis

Sality

Mirai
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FINDINGS

MALWARE CAPABILITIES

Capabilities

keylogger
win_private_profile
escalate_priv
screenshot
win_token

win_registry

win_files_operation
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FINDINGS

COMMON EXTENSIONS

File Extensions
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FINDINGS

CONTACTED COUNTRIES

Contacted Countries
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PE INFECTORS YOU SHOULD CARE ABOUT

PE INFECTORS ARE A REAL VECTOR

VIRUT

+ Short for ‘virus’ and ‘trojan’
+ C2 via IRC

+ IRC not required to spread
+ Infects current processes

SALITY

+

+
+
+

Botnet, P2P C2
Pay per install
Rootkit

nfects current processes and

executables on all drives:
local, network, removable

DRAGCS



SENSITIVE FILES

MANY AND VARIED

+ Purchase orders

+ Internal contact lists

+ Product evaluation plans
+ Operations reports
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PRODUCT EVALUATION PLAN

PART DISPOSITION

RE

CRE TE : 05-Mar-2013
PART CRITICALITY

The supplier commit to deliver good parts M HIGH

(Quality, quantity and lead time delivery) . h. Major o orel.ow M Tooling Transfer, Replacement o

according to the specifications agreed RITY Additional

at the contract review

PPEP QUALIFICATION TEAM,
tlLe

DECLARATION | affirm that
OF INTENT

PPEP Planning
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DAILY OPERATION SUMMARY REPORT

Qil Production Information System

T D2ily Operations Summary Report

Date 12-Sep-18

POB:

Safety System Inhibits: <=30 days
18
Production/Vessel Inhibits: <=30 days

lare allowance from 16

Produced Water Discharge (Sm3)
Produced Water Discharge QI
Produced Water Discharge Qity (mg/L)

Slop

Fneld Prod. Allocation Factors

[osezer | oores [ ——  p —— o]
I —

Water| 1.1

Rundown Meter CorrectionFacter] 1000 [ ] ] 0000000000000 |
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DAILY OPERATION SUMMARY REPORT

Key Equipment Status
—
System Status since? Availability Date |Comments

P Compressor | Running | 1  IRun24hrs
MP Comprossor [Running | | [Runzahss
Compressor Run 24 hrs
HP2 Compressor Run 24 hrs
Main Power Generator "A" Run 24 hrs
Main Power Generator "B" Run 24 hrs
Key Services Generator "A" Available
Key Services Generator "B" Available

Water Injection Pump "A" Available | ]

Run 24 hrs
un 24 hrs
Run 24 hrs

Water Injection Pump "B"
Water Injection Pump “C"
Gas Dehydration System
ramo Hydraulic System
Emergency Generator Available
_ Blower discharge XXV not fully closing. Conden ccumulation i ed in discharge pi St o modified.
j6e# 00000000 | Avaiable | 00000 ] = [Run1377hrs SD 00:00-08:19 22:06 - 00:00
(LT 7 S Y [ e
PortBoller | Runnng | | [Ruwmzabs _____________————————————————————————

Stbd Boiler Unavailable 12-Sep NA Run 0.18 hrs  SD 00:00 - 03:47 03:58 - 00:00 Depressured and isolated for 52 wk inspection

~
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ORDER FORMS

TeIA-Nr.— e-mail: [ GG
BESTELLUNG

Lieferadresse:

Bestellnummer: Incoterms:
D Zahlungsbedingungen:

Ansprechpartner:

Artikel Beschrelbung Anzahl Einzelpreis Positionswert

(EUR) (EUR)
PLATTE ISOVER BS30 80X1200X625 2PAK 27,68 55,36

Liefertermin eingehend:
Kontrakt:
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KEY TAKEAWAYS

+ 1CS-themed malware is becoming more common

+ Think not just about the threats, but their behaviours and TTPs
when implementing your defence strategies

+ Understand connectivity and ingress / egress to your networks,
do complete due diligence if allowing any remote connections

+ Understand that you're more likely to be infected, targeted or
opportunistically, than you might think

+ Virut and others like it are capable of lowering your defences
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FUTURE RESEARCH

WHAT SHOULD WE DO NEXT?

+ Further research on the malware submissions (i.e. reverse
engineering)

+ Number of sensitive data files submitted
+ Look at project files specifically

+ A longitudinal study using multiple data points on a frequent
basis (i.e. monthly)

+ Utilize additional data sources, like Shodan and others
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THANK YOU
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SENOKA@DRAGOS.COM
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