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INDUSTRIAL CONTROL SYSTEMS ( ICS) :  Types of control systems 
which include the devices that operate and automate industrial processes 
(e.g. air traffic control, industrial refinery of raw materials, etc.)

OPERATIONAL TECHNOLOGY (OT) :  Hardware/software dedicated to 
controlling changes in physical processes via monitoring of physical devices 
(e.g. valves or pumps)

INCIDENT RESPONSE ( IR) :  The process by which an organisation 
handles a cyberattack
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WHAT IS ICS?



ICS CYBER KILL CHAIN
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+ Stuxnet
+ Havex
+ Blackenergy2
+ CRASHOVERRIDE
+ TRISIS

+ Stuxnet
+ CRASHOVERRIDE
+ TRISIS

+ TRISIS is tailored to 
impacting Triconex Safety 
Instrumented Systems 
exclusively
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H O W  D I D  W E  G E T  H E R E ?

PHYSICAL IMPACTS
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MALICIOUS
+ Stuxnet
+ CRASHOVERRIDE
+ TRISIS

OPPORTUNISTIC
+ Conficker
+ Wind farm

D O E S  I T  M A T T E R ?

MALIGN VS BENIGN
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