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What We Know
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Safety and Haz Ops

Physical Procedures

• Most are familiar with Job Hazard Analysis (JHA), a.k.a. 

‘Take Five’

• Site personnel are aware of Immediate Emergency Actions

• Safety: humans, facility, process integrity

• Alert others in the immediate area

• Communicate with emergency authorities

• Provide details: name/location, nature of event, assistance required

• Muster at designated location if unsafe

• ‘Site champions’ are currently less common

• Similar to medical officer, fire warden, etc.
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Our Take 5

Cyber Procedures

• Our recommended Cyber Take 5 and roles:

1. Keep Calm

2. Assemble Your Team of Experts

3. Activate Third Parties Early

4. Spin up Out-of-Band Communications

5. Collect Evidence & Scope the Incident



How do these relate to cyber safety?



STEP #1

KEEP CALM
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First: Keep Calm!

• DO: Stay calm (and keep 

everyone else calm)

• DO NOT: Match others’ 

energy
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• If- Rudyard Kipling:

If  you can keep your head when al l about 
you
Are losing theirs and blaming it  on you,
If  you can trust yourself  when all  men 
doubt you,
But make al lowance for their doubting 
too;
If  you can wait and not be t ired by
waiting,
Or being l ied about, don’t  deal in lies,
Or being hated, don’t give way to hating,
And yet don’t look too good, nor talk too 
wise…”
You’l l be an incident responder, my son!

Responders

Execs / leadership



STEP #2

ASSEMBLE YOUR TEAM
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• IRT (Incident Response Team)

• IMT (Incident Management Team)

• SIMT (Security Incident Management Team)

• CERT (Computer Emergency Response Team)

• CSIRT (Cyber Security Incident Readiness Team)

• …whatever you call it…

AKA…
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• Employ an expandable command 

structure

• Use FEMA’s Incident Command System 

for inspiration

• All roles should report to a single 

Incident Commander

• Ensure OT specialists are driving 

response efforts

Tips for IRT Structure
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Severity 4: Employee reports possible phishing email

Incident 

Commander
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Severity 3: Malware confirmed on end user device (IT)

Incident 

Commander

Legal 

Counsel

Security 

Operations 

Center

[External] 

Malware 

Analysts

[External] 

Forensic 

Analysts
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Severity 2: SOC observes adversary has spread to control center
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Leadership

Incident 
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Safety 
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Incident 
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Network 
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Severity 1: Ransomware locks hosts, causing production downtime
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Leadership
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Technical 
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Legal 
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HOW IT LIKES TO DO IR
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WRONG WAY TO DO OT IR
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You can’t perform OT IR without OT expertise:

1. Communicating how the process works, and what 

“normal” looks like

2. Determining safety & process impact of 

implementing potentially disruptive changes

3. Ensuring compliance with vendor support 

contracts

4. Performing collection on operating equipment
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RIGHT WAY TO DO OT IR

Responders

OT Experts



STEP #3

ACTIVATE THIRD-PARTIES 

EARLY
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Activate Third-Parties Early

• You have a lot of people available to help

• DO: Engage support - Dragos and others, vendors, etc.

• DO NOT: Feel like you need to suffer or get by alone

• Ideally:

• Have relationships set up in advance

• Work with Legal and operate under privilege

• Have your admin sorted before incidents occur



STEP #4

SPIN UP OUT OF BAND 

COMMUNICATIONS
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Spin Up Out of Band Communications

• Why OOB?
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Spin Up Out of Band Communications
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Spin Up Out of Band Communications

• Too often, organisations don’t use OOB comms

• Not a consideration during IR planning

• ‘Too busy’ responding to the incident

• When should you use OOB comms?

• Once an event is escalated to an incident

• Use your IRP documentation as a guide
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Spin Up Out of Band Communications

• What comms are available?

• 4/5G?

• CB? Two-way radio?

• Satellite?

• Smoke signals?

• Ideally:

• End-to-end encrypted: in transit and at rest

• Not on corporate devices!

• Consider multiple forms: SMS, email, file transfer, etc.



STEP #5

COLLECT EVIDENCE & 

SCOPE THE INCIDENT
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Typical IT Response Effort

RESPONSE 

TEAM

DOMAIN 

CONTROLLER

IT NETWORK

“Run agent on all endpoints”“Send artefacts over the network”
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Difficulties with running an agent on all endpoints:

• Incompatible endpoints running proprietary OS

• Incompatible endpoints running legacy OS

• OEM support contracts may be voided by 

installing software

• Deploying software via network may be difficult 

or infeasible…
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Difficulties with sending artefacts over the network:

• OT networks have limited connectivity to WAN or 

internet (which is good!)

• Real-time production traffic is extremely 

sensitive to latency

• Remote networks may have limited bandwidth
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Collection is harder in OT
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Collecting from OT Networks

• Strategic hosts:

• Devices involved in an incident

• Network chokepoints

• Crown jewels

on the most valuable 

hosts and datasets

FOCUS

• Strategic datasets:

• Network PCAP

• Firewall logs

• EWS access logs

• PLC status logs

• Project file comparison

• etc.



34

• Did the adversary open engineering software?

• Did the EWS communicate with other assets within the relevant time 

window?

• What projects are available on the EWS? When were they last updated? By 

whom?

• Have projects running on controllers been altered?

• Have projects running on HMIs been altered?

• Are the engineering software binaries legitimate?

Guiding Questions

“The adversary has compromised my Engineering Workstation (EWS)”
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• When was the HMI project last updated? By whom?

• Are there concerns with the integrity of the HMI project logic?

• Did the HMI communicate with other assets within the relevant time 

window?

• Have any tags or set points changed within the relevant time window?

• What operator actions have been taken on the HMI?

• Are the HMI binaries legitimate?

Guiding Questions

“The adversary has compromised my HMI”
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• Look for observed project changes within the FactoryTalk AssetCentre 

Audit Log

• Compare online and offline projects using the Studio 5000 Logix 

Designer Compare Tool

• Identify alerts triggered by the FactoryTalk Alarms and Events service

• Identify changes to users, applications, tags and displays within the 

FactoryTalk Audit service

• Discover error messages from the FactoryTalk Diagnostics service

• Retrieve logs from controller by deploying a project to stream logs to 

a networked endpoint

Accessing Strategic Datasets: Rockwell Automation
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Collecting from OT Networks

• Collect volatile evidence first

• Use a Collection Management Framework (CMF) to identify data at 

risk of expiration, or which requires significant manual work to 

collect

collection of volatile, 

time-sensitive or time-

consuming datasets

on the most valuable 

systems and datasets

FOCUS PRIORITISE
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Collecting from OT Networks

• Collection scripts can be executed directly without installation from 

USB thumb drives or even DVDs

• Data should be saved back onto the removable media

collection of volatile, 

time-sensitive or time-

consuming datasets

on the most valuable 

systems and datasets

from individual systems 

via removable media

FOCUS PRIORITISE COLLECT
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LEVEL 4

Corporate Network

LEVEL 3

Operations Systems

LEVEL 3.5

OT DMZ

LEVEL 2

Supervisory Control

LEVEL 1

Basic Control

LEVEL 0

Physical Process
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LEVEL 3.5

LEVEL 4

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

Key questions:

• How did the malware get into the OT 

network?

• How far reaching is the intrusion?

• Were any set points changed?

• Was any new project logic deployed to 

PLCs?

Corporate Network

Operations Systems

Supervisory Control

Basic Control

Physical Process

OT DMZ

Reviewing your local CMF:

• No OT network visibility

• No log forwarding configured

• EWS is the only system running 

engineering software

• DNS is stored for 7 days
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LEVEL 3.5

Infected HMI

LEVEL 4

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

Collect PCAP

DNS from Domain 

Controller

DMZ jump box

Firewall logs

HMI Server: 

alarms, events, 

audit log

EWS 

Corporate Network

Operations Systems

Supervisory Control

Basic Control

Physical Process
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LEVEL 3.5

LEVEL 4

LEVEL 3

LEVEL 2

LEVEL 1

LEVEL 0

Firewall 

logs

Other 

HMIs EWS HMI Server

DMZ jump box

DNS from Domain 

Controller

PCAP

Infected 

HMI

Corporate Network

Operations Systems

Supervisory Control

Basic Control

Physical Process



In Summary
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The ‘Take 5’ of OT IR
Keep Calm

Activate Third Parties Early

Assemble Your Team

Spin Up Out-of-Band Comms

Collect Evidence & Scope

1

2

3

4

5



Thank You

Seth Enoka – senoka@dragos.com

Nate Pelz – npelz@dragos.com

mailto:senoka@dragos.com
mailto:npelz@dragos.com
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